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Week 3 Discussion
What are your ideas on how to provide time to intervene and prevent an insider cyber-attack? 
Cyber incidents are not always common but they have far reaching effects for the organization involved when they happen.  Cybersecurity concerns are associated with hackers have become a threat as the breach data security threat. However, the primary cause of the data breach incidents cannot happen without actions from inside the company associated with the employees, software, hardware, or inadequate data security framework that pose risk to the security of the organization’s data. The organization’s employees entrusted with security control of the organization system might fail, which would create an avenue for attackers which qualifies to be an insider threat. Most of the reported cyber security incidents are attributed to insider threats. Liu et al. (2018) noted that most of the information security breaches reported by most organizations that have been faced by Cybersecurity threats originate from insider threats such as employees and other stakeholders within the organization. 
[bookmark: _GoBack]	Insider threats originate from the employees or other active stakeholders of the organization including contractors with direct link to organization systems. Insider threats can be accidental but at times they can be malicious. Accidents happen when an insider exposes critical infrastructure of the organization without knowledge or intention. However, data breach can happen as a result of malicious activities where insiders want to punish the organization or commit fraud. One way of preventing insider threat is a comprehensive background check when hiring new employees. It is also important to ensure employs access only the information they need to perform their jobs. Educating the employees is another great way of ensuring the employees are educated on data security matters and how they should enhance data security. This would not only help them prevent insider threats but also identify potential threats to the security of the information (Safa et al., 2019). Finally, monitor and evaluate the activities of the employees to detect any abnormalities that can pose threat to data security. 
Find information about an insider attack, explain the attack, and did you agree or disagree with the actions? Were they justified? 
	One example of an insider attack happened at Microsoft Inc. The incident happened in December 2019, where the company’s database was found to have been accessible to the public for a period of one month.  The database had over 250 entries that had been accumulated over a period of 14 years. The database had information about customer IP addresses, emails, locations, and information from Microsoft Agents.  The company responded quickly and sealed the leak immediately it was discovered. However, the company did not incur any fines since no PII was breached, and the company’s urgent action to seal the database. With the passage of the California Consumer Privacy and coming to effect on January 3, 2020; the company would have incurred millions of dollars in fines. At the beginning of December 2019, the company had deployed Azure security rules. However, the employees misconfigured them and caused the accidental leak and the database was never protected by passwords or two-factor authentication exposing the data (Ekran System, 2020). I disagree with the employees because they must ensure they carry out their duties diligently to avoid mistakes that would be costly to their employers if they are charged fines. 
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